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1. lean u 3agaun

eab AMCHUIIUHBI

M3y4YeHHE TOHATUN MHPOPMAIIMOHHOM 0€30MacHOCTH, METOJIOB aTak Ha MH()OPMAIIMOHHBIE CUCTEMBbI
U ¥ 3aIIUTHI OT HUX.

3agauM AUCUMITUHBI
* OCBOCHHE O0YJarONIMMUCS 0a30BbIX 3HAHUH B 00J1acTH HH(DOPMAITMOHHOM 0€301MaCHOCTH;
* NpUOOpeTeHHE MPAKTUUYECKUX 3HAHUHU B 00J1aCTH 3aIIUTHl MHPOPMALIMOHHBIX CHCTEM.

2. MecTo TUCUMILUTHHBI (MOYJISAA) B CTPYKTYpe 00pa30BaTe/IbHOM NMPOrpaMMbl

JanHast qTucuuIuIinHa OTHOCUTCS K BapuatuBHoM yactu OOIL.

Huctumnuna « MabopManinonHast 6€30MacHOCTEY 0a3upyeTcs Ha IUCIUTUIMHAX
Bricmas mareMaTnka;
Wndopmaruka.

Juctummza « MHpOopManmonHas 6€301MacHOCTbY MPEIIIeCTBYET N3yUYSCHHIO TUCIUTUIMH:
Hayuno-uccnenosarensckas pabora.

3. Ilepevyenn NJIaHMPYyeMBbIX Pe3yJbTATOB 00y4eHHS MO JMCUMUILINHE (MOIYJII0), COOTHECEHHBIX C
IUVIAHUPYEMbIMU Pe3yJibTATAMH 0CBOEHHs 00pa30BaTeIbHOM MPOrpaMMBbl

OcBoeHMe TUCIUTUTMHBI HATIPABJICHO Ha ()OPMHUPOBAHUE CIEAYIOMINUX OOMICKYIbTYPHBIX,
oOmenpodecCHOHABHBIX B MPOGECCHOHATBHBIX KOMITETCHITUN:

CIOCOOHOCTh IIJIAHWPOBAaTh M TPOBOJUTH HAyYHBIC HKCHEPUMEHTHI (B HM30paHHOW MpPEeIMETHOM
obyacTi) u (UJK) TeopeTUIecKre (aHATUTHYECKUE U UMUTAIMoHHbIe) ncciaeaoanus (I1K-1);

CIOCOOHOCTh aHAIM3HPOBATH TONYYEHHBIE B XOJ€ HAYYHO-HCCIIECIOBATEIBCKONH pabOTHl NAHHBIE U
JienaTh HayuHble BBIBOIBI (3akimtouenus) (ITK-2);

CITOCOOHOCTH MCIOJIb30BaTh OCHOBBI (PMIOCO(CKUX 3HAHUH 17151 (POPMHUPOBAHUSI MHUPOBO3PEHUCHCKOMN
no3unmu (OK-1);

CIOCOOHOCTh aHAJM3UPOBATH OCHOBHBIC OJTallbl W 3aKOHOMEPHOCTH HWCTOPHYECKOTO Pa3BUTHUS
obmectBa s hopMHupoBaHus rpakaanckon mozumuu (OK-2).

B pe3yibTate 0cBOeHUsI AUCUMILIMHBI 00y4alolHecsi 10/LKHbI

3HATb:



OcCHOBHbBIE TIOHATHS U KaTETOPUH B 001aCTH « 6€30MaCHOCTH MH(POPMALIMOHHBIX TEXHOJIOTUII.
Tunel u kaTeropuu nHpoOpMaUU, MPOOIEMbl HHPOPMALIMOHHOM 3aLTUTHI.
bazoBble MOHITHS MOMUTHKU OE30MACHOCTH, ySI3BUMOCTH, aTaKH, PUCKU, MOTCHIIMATbHBIC TTOTEPU U
CpeACTBa 3aIIUTHI.
OcHOBBI ynipaBiieHUs] HHOOPMAIIMOHHON 0€30IacHOCTBHIO.
OCHOBHBIE HOPMAaTHUBHO-JIWPEKTUBHbBIC JIOKYMEHTHI, PEryJHPYIOLIHNE BCE ACHEKThl OpPraHU3alud H
yrpaBieHus: HHPOpPMaIMOHHON 6€30MaCHOCTHIO.
OCHOBBI METOAMKH YIPABJICHUS pUCKaMHU HH(OPMAIIMOHHON 0€30MacHOCTH.
ba3oBbie MOHATHS METOJIMK OLIEHKU PUCKOB MH(OPMAIIMOHHON 0€30IacHOCTH.
OcHoBHbIE TpeOoBaHMs HHPOPMALIMOHHOMN 0€30MacHOCTH.
OcHOBHBIE KPUNTOTPAYUICCKUE CUCTEMBI, AITOPUTMBI U METOJIbI UG POBaHUS HHPOPMAITUH.
ba3oBeie cpencTBa 3alUTHI ONIEPAIIMOHHBIX CHCTEM.
OCHOBHBIE METO/IbI YIPABJICHHUS IOCTYIIOM H yIPABJICHUS MPaBaMH MOJIb30BaTEICH.
[TpyHIMITEI 1 METOBI 3aIUTHI POTPAMMHOT0 00ECTICUCHHUS.
OCHOBHBIE YSI3BUMOCTH CETE€BOI 0€30MacHOCTH.
Knaccel cpencTs cereBoii 6€30MaCHOCTH.
OcHOBHBIE IPOTOKOJIBI Oe30macHOCTH VIHTEepHEeT.
Apxutektypa [P VPN. Apxurekrypa [PSec. IIporokomnst IPSec. IIporokon renepanuu u oOMeHa
kimouen IKE.
[TpuHIMITEI yIIpaBieHUs KIFOYaMH MU(QPOBAHMUS.
Apxutektypy HHGPACTPYKTYPBHI paclpeaeTIeHIs OTKPBITHIX KITFOUCH.

yMeTb:
[ToAroToBUTH KOPIIOPATUBHYIO MOJUTHKY UH(DOPMALIMOHHON OE30MaCHOCTH.
[ToaroroButs KOpHopaTuBHYIO KoHIIENni0 HHPOPMAIIMOHHON 0€30TTaCHOCTH.
ChopmupoBaTh MoOJETh MOTEHIMAIBLHOTO HApPYIIUTENS KOPIOPATUBHONW aBTOMATH3WPOBAHHOM
MH()OPMAITMOHHOW CHCTEMBI.
OreHuTh pUCKH HHPOPMAITMOHHOM 0€30MaCHOCTH.
[TogoGpaThk MepBI CHUKEHUS UACHTU(UIIMPOBAHHBIX PUCKOB HH(POPMAIIMOHHON 0€30TacHOCTH.
ChopmynupoBaTh alieKBaTHbIE TPEOOBAHUSA K PA3IUYHBIM KaTErOpUSM KOPHOPATHBHBIX JTAHHBIX U
nH(popMaIuu ¢ TOUKH HHPOPMAITMOHHON 0€30TTaCHOCTH.
Hcnonb3oBath kpunrorpapuieckie alropuTMbl, METOIbI U MOAXO/IbI K 3aIIMTe KOH(PUIEHIUATbHBIX
JAHHBIX.
[ToaroroButs mpoekt llomuTvku WHOOPMALMOHHOW 3alIUTHl KOPIOPATUBHBIX  ONEPAIlMOHHBIX
CUCTEM.
[ToaroroButk npoekT [loauTHKYN yripaBieHus JOCTYIIOM U pacipeieIeHUeM MIpaB MoIb30BaTelNeH.
[ToaroroBuTk npoekT [1oTUTHKY 32U TH TPOTPAMMHOTO 00€CTICUeHHUSI.
[ToaroroButk poeKT [1OMUTHKH CETEBOM 3aIMTHI KOPIOPATUBHONW MH(POPMAITMOHHON CHCTEMBI.
OcCy1ecTBUTh aJIeKBaTHBII BBIOOP CETEBBIX CPEICTB M METOAOB 3aIUTHI JJII CHMXKEHUS DPHCKOB
ceTeBoi MHGOPMAITMOHHON O€30MaCHOCTH.
[lonroroButs mpoekt [lomuTuku  ympaBiieHus — KIOYaMd — MIHQPOBAaHUS  KOPIIOPATUBHOMN
MH()OPMAITMOHHOW CHCTEMBI.
[ToaroToBUT, NPOEKT CHUCTEMBI HMH(POPMAIMOHHON O€30MaCHOCTH KOPIOPATUBHON CHCTEMBI
MOAJEPKKU y4eOHOT0 Mpoliecca BBICIIET0 YYeOHOT 0 3aBeICHUSI.
[ToaroToBUT, TPOEKT CHUCTEMBI HMH(POPMAIMOHHON OE30MaCHOCTH KOPIOPATUBHON CHCTEMBI
Je4eOHOTO0 YUpeKaeHUs (TTOJTUKIMHUKHN, OOJTBHUIIB).
[ToaroroBuTh MPOEKT CHUCTEMBI nH(pOpMaITMOHHON 0€301acHOCTH KOpIOPaTUBHOMN
ABTOMATU3HPOBAHHON CUCTEMbI KPEAUTHON OpraHU3allyy.
[ToaroToBUT, TPOEKT CHUCTEMBI HMH(POPMAIMOHHON O€30MaCHOCTH KOPIOPATUBHOW CHCTEMBI
MH(OPMaLMOHHO-aBTOMATU3UPOBAHHON CUCTEMbl HHTEPHET-KOMITAHUU.

BJIA/1€Th:
"] HaBBIKaMH OCBOEHHsI 0OJIBIIOTr0 00BbeMa HHPOPMALINY;

HaBBIKAMU CAMOCTOSTENILHOU paboThI B Taboparopuu u cetu VHTEepHeT;

KyJIbTYPOU TOCTAHOBKU U MOJISITUPOBAHMS 33/1a4 HHPOPMATHKHY;

MPAKTUKOM MCCIIETOBAHUS U PEIICHHUS TEOPETUICCKIX U MPUKIIAIHBIX 3a/1a4;

HaBBIKaMU TEOPETHUYECKOTO aHAIN3a PeallbHBIX 3a]1a4, CBA3aHHBIX CO CTPYKTYPaMH JaHHBIX;
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4. Conep:kanue THCHUILINHBI (MOYJIs1), CTPYKTYPHMPOBAaHHOE N0 TeMaM (pa3aejiamM) ¢ yKa3aHHeM
OTBE/ICHHOT0 HA HUX KOJIMYeCTBA AKA/IeMHYeCKHUX YaCOB ¥ BUAOB YUeOHBIX 3aHATHH

4.1. Paznenbl JUCUMIUIMHBL (MOZYJIST) M TPYZAOEMKOCTH 110 BUIaM YYeOHBIX 3aHATUI

Bupl yueOHBIX 3aHATHI, BKIIOYAs CAMOCTOSATEIbHYIO
paboty
Ne Tema (pa3zmen) IUCHUILIAHBL [pakTuyec- 3amganus,
Texunn KHE Jlabopar. KypCOBBIC Camocr.
CEMHUHAPCKHE | pabOTHI pabora
3aHATUA p aGOTBI
1 Bunet atak Ha  MHQpOpPMaIMOHHBIE 2 )
CUCTEMBI
2 Crioco0sI 3amuThl HHGOPMAITIH 6
3 TpeboBaHUs K CpeICTBAM 3aILUThHI 4
4 [TpoexktupoBanue  UHGOPMAIIMOHHBIX 6
CUCTEM B 3allMIICHHOM UCTIOJIHEHUH
5 Ceptudukanus MIPOrPaMMHBIX ) 4
POAYKTOB
6 OcHOBHBIE TIOJIO)KEHUSI M METOAMKA 4
WH()OPMAITMOHHOM 3aIIHTHI.
7 Opranu3zanus u yIpaBlieHUuE 4 4
nH()OpMAITMOHHONW 0€30MMacCHOCTHIO.
8 O1ieHKa U yIIpaBJICHUE PUCKOB. 4 2
9 Tunbl TpeboBaHMt HHPOPMAITMOHHON 4
0€30MacHOCTH.
10 Brenenue B Kpuntorpaduueckue 6
METO/IBI.
11 |CereBast 6€30aCHOCTb. 6
12 be3omacHocTh CcepBHCOB  yIpaBlieHUs 6
JTAaHHBIMHU.
Hroro wacos 60 12
[ToaroTroBka Kk sK3aMeHy 0 ygac.
Oo6mmas Tpya0EMKOCTh 72 gac., 2 3a4.e.

4.2. ConepkaHue TUCHUTLIAHBI (MOIYJISI), CTPYKTYPHUPOBAHHOE 11O TeMaM (pa3zesiam)
Cemectp: 7 (Ocennmuii)
1. Buapl atak Ha HHPOPMAITMOHHBIE CHCTEMBI

CereBble BTOp)KeHUA. ATaku ¢ Hcnonb3oBaHueM VHTepHeT. Bpe1oHOCHBIE TPOrpaMMBbl — BUPYCHI,
TPOSTHIIBI. ATaKH THUIIA «OTKa3 B 00CTyKMBaHUN». HecaHKIIMOHNPOBAaHHBIHN TOCTYTI K JAHHBIM.

2. CriocoObI 3auThl HHGOpMaIIH




OcHoOBHbIE TOHATHUS ~ KpuUnTorpaduu: CHUMMETPUYHBIE U  HECUMMETPUYHBIE  aJTOPUTMBI
muGpoBaHUs, BBIYUCICHHE  XdOII-3HAUCHUW,  dJeKTpoHHO-IuppoBas  moxamuchk  (DLIIT).
Hcnonp3oBanue roToBeIXKpunTocpeacTB: Kpunronpo, Bepba, CryptoAPI u kpunromnpoaiiaepsl.
Knaccudukanus cnoco0oB 3amuThl MHGOPMAIUU: OPraHU3AMOHHBIE, WHKEHEPHO-TEXHUUECKHE
(MeXCeTeBBIC DKpaHbl, 3aMKH, IUQPPATOPHI), TporpamMmMHubie. CpeacTBa 0€30MacHOCTH, BCTPOCHHBIE
B Windows. Monenu pasrpaHuyeHus IOCTyMa: AUCKPELUOHHas, pojieBas U MaHaaTHasi. CucTeMbl
obnapyxenus: Brop>keanit. C3U npuxnanaeix UC: unentudukanus u ayreHTHDHUKAINS, peaKIus
Ha COOBITHA B cCUCTEME (ITPOTOKOIMPOBAHKE, OMTOBEIIECHUS, OJIOKMPOBKH); pa3rpaHUUCHUE JTOCTYTIA;
KOHTPOJIb LIETOCTHOCTU JaHHbIX U [10;

3. TpeboBaHMs K CpeICTBAM 3aITUTHI

[Matepn npoextupoBanuss MVC(Model-View-Controller). MVC B Cocoa. Pabota HecKOIbKHX
MVC Bmecre.

4. IIpoexTrpoBaHre HHPOPMAIIMOHHBIX CHCTEM B 3aIUIIICHHOM HCIIOJTHCHUN

Otambl  pabOTBl  HAJ CHCTEMOM: oOciemoBaHye, IOATOTOBKA Tex3amaHus, HSCKH3HOE
MIPOCKTUPOBAHKE, TEXHUUECKOE MPOCKTUPOBAHUE, pa3paboTKa, TOKYMEHTHPOBAaHUE, TECTUPOBAHHE,
OTBITHASE  OKCIUTyaTallds, TPOMBINUICHHAs JKcrutyatanus. @DopMylnHpoBaHHE  IOJHTHKU
Oe3omacHOCTH. 3ajaHue Mo 0e30MmacHOCTH W npoduib Ge3omacHOCTH. B3ammonelicTBre cpeacTs
3aUTHl UHPOPMAIIMOHHON CHCTeMBbI, 0a3bl JAHHBIX M ONEPAIMOHHONW cHUCTeMbl. [loHsATHE
JIoBepeHHOM cucTteMbl. OCOOEHHOCTH apXUTEKTYpPhl M MPOrPAMMHO-TEXHHUYECKON peaTu3aliiu:
BhIZIcNIeHHe JlucmeTdepa MOCTyma, HWCIMoJb30oBaHWE wuaAcHTHGUKanmumun Windows, mnpuMeHseMbIe
CETEBBIE

5. Ceptudukanus mporpaMMHBIX TPOIYKTOB

O6mme cBemeHHsT O cucTeMe cepTudukanuu  WHPOPMAIMOHHBIX CHCTEM U CPEJCTB
BBIYUCIIUTEILHON TeXHUKH B PD: 1enb cepTudukanmmu, HOpMaTHBHBIC JOKYMEHTHI, BHITTOTHICMBIC
POBEPKH.

6. OCHOBHBIE TIOJIOKEHUST M METOIMKA MH(POPMAIIMOHHOMN 3aIlIUTHI.

OCHOBHBIE TIOJIOKEHUS U METOAWKAa WH(POPMAIIMOHHOW 3alllUTHI. MOJINTHKH O€30IMacHOCTH,
yS3BUMOCTH, aTaKW, PUCKH, TOTCHIMAIbHBIC IOTEPH W CPEACTBA 3aIIUTHL. TEPMUHOJIOTHS.
PaznmuuHbie OIX0IbI M METOIMKA YIIpaBICHUSI HHOOPMAITMOHHOW 0€301TaCHOCTHIO.

Cemectp: 8 (Becennuii)
7. Opranu3zanus U ynpasjieHrue HHPOPMAIIMOHHON 0€301aCHOCTHIO.

Opranuzanus ¥ ynpasieHHe WHPOPMALMOHHON Oe3omacHoCThi0. OpraHu3anioHHbIE CTPYKTYPHI.
Kareropuu u knaccudukanus uadopmarun. CtaHnapTU3yIOMIKEe JOKyMEHThI M OpraHU3alliu.

8. O1eHKa U yIpaBJIEHUE PUCKOB.

OleHKa W YNpPaBJICHUE PHUCKOB. OleHKa W YNpaBJIEHUE PHUCKOB. YSA3BUMOCTH M OIIEHKA
MOTEHLUATbHBIX TOTEPb.

9. Tumsl TpeboBaHui HHPOPMAITMOHHOW 0€30MMaCHOCTH.

Tunbl TpeGoBanuit wuH(pOpMANMOHHON Oe3omacHOocTH Tunbsl TpeOoBaHMN HH(DOPMAITMOHHON
0€30MacHOCTH ¥ COOTBETCTBYIOIIUE METO/IbI O0ECIICUEHHUS.



10. Benenue B kpunrorpadguyeckiue METOIbI.

3amuTa ONEpalMOHHBIX CHCTEM. bazoBbie cpenctBa — ayTeHTH(HKaNMA, 3amuTa (PaiaoBbIX
CHCTEM, B3aUMOJCHCTBHE C BHEIIHUMH CHCTEMaMH. 3alluTa MPOrpaMMHOI0 oOecreueHus —
LEJIOCTHOCTb..

11. CereBas 0e30MaCHOCTb.

CereBast O6e3omacHOCTh.  OCHOBHBIE YsI3BUMOCTH. Kitacchl CpelcTB ceTeBol 0O€30MacHOCTH.
MexceTeBbie skpanbl. CeTeBble MPOTOKOJIBI Oe30nmacHOCTH MHTEpHET. 3amuIieHHbIe BUPTYaTbHbBIE
cetu. IIporokoner IP VPN. Apxurexktypa IP VPN. Apxwurexkrypa [PSec. IIporokonbsr IPSec.
[Iporokon renepanuu u oomena kirodeit IKE.

12. be3omacHOCTh CEPBUCOB YNPABJICHUS TaHHBIMHU.

be3onacHocTk cepBUCOB ynpaBieHus faHHbIMU. [loanepxka kpuntorpadpudeckux 6a3 JaHHBIX.
3akmoyenue. Yemy Mbl Hayuminuch? OOCykIeHUE pe3yIbTaTOB CaMOCTOSITEIbHBIX PadoT

5. Onucanue MaTepuaJIbHO-TEXHUYECKOH 0a3bl, HEOOXOAUMOI /IJIsl OCYLIECTBJIEHUS
00pa30BaTeJILHOIO NMpouecca no JMCHunIanHe (Mo1yJ10)

KOMITBIOTEP U MYJIbTUMEIUIHHOE 000pyA0BaHUE (MIPOEKTOP, 3BYKOBAst CUCTEMA)

6. [lepeyeHb OCHOBHOI ¥ IONOJTHUTEIbHOM JIUTEPATYPbl, HEOOXOAUMOI 115l OCBOCHHUS THCHHUILINHBI
(Moxys)

OcHoBHast TuTepaTypa
1. Common Criteria for Information Technology Security Evaluation. Introduction and Overview.

1999.
2. Common Criteria for Information Technology Security Evaluation. Part 1: Introduction and

general model. 1999.
3. Common Criteria for Information Technology Security Evaluation. Part 2: Security functional

requirements. 1999.
4. Common Criteria for Information Technology Security Evaluation. Part 3: Security assurance

requirements. 1999.
5. Cryptography and Network Security — Principles and Practice by W. Stallings, Prentice-Hall,
Englewood Cliffs, New Jersey, 1998

JlononHuTenbHas TUTEpaTypa



1. Martin Murhammer, Tim Bourne, Tamas Gaidosch, Charles Kunzinger, Laura Rademacher,
Andreas Weinfurter. A Comprehensive Guide to Virtual Private Networks, Volume I: IBM Firewall,
Server and Client Solutions. IBM Red Book. International Technical Support Organization. 1998.

2. Martin W. Murhammer, Orcun Atakan, Zikrun Badri, Beomjun Cho Hyun Jeong Lee, Alexander
Schmid. A Comprehensive Guide to Virtual Private Networks, Volume III: Cross-Platform Key and
Policy Management. IBM Red Book. International Technical Support Organization. 1999.

3. Security in Open Systems by Rob Bagwill, John Barkley (editor), NIST Special Publication, 1994.
4. Hnurepner. [Iporokomnsl 6e3onacuoctu. — M.: ITurep, 2001.

5. Pobepta bparr. Cuctema 6e3onacaoct Windows 2000. — M.: Bunbssime, 2001.

11. lamuuxwii A. B., Psa6xo C. 1., lllanerun B. ®@. 3amumra nndopmaruu B cetn. AHammu3
TexHosnoruit u cuntes pemenuit. M. JIMK Ilpecc. 2004.

6. I'onposckuit U.bezonacHocts mnarexeit B Uutepuere.C.-I1.1Tutep. 2001.

7. Mak-Kmap C., Ckem6peii k., Kypu JIxx. CekpeTsl XakepoB. be3onacHOCTh ceTeil - TOTOBbBIE
pemenus. M.: Bunbsimc. 2004.

8. Bbporr P., Poac-Oyciu M., Ctpaccoepr K. bezomacnocts cereit. [TonmHoe pykoBoacTBo. M.: DKoM.
2006.

7. Ilepeyenb HH(POPMALMOHHBIX TEXHOJIOTHH, HCIIO0Jb3YEMbIX IIPH OCYLIECTBICHUHU
0o0pa30oBaTeIbHOIO NMpouecca no JMCHUIINHE (MOAYJII0), BKJIIOYasi lepedeHb MPOrpaMMHOI0
ol0ecrieyeHus: 1 HHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOX0AMMOCTH)

J1J1st KOHTPOJISI ¥ KOPPEKIIMY 3HAHHUH 00yYaronIrecss MOT'yT HCIIOJIb30BaTh KOMITBIOTEPHOE
TECTUPOBAHUE, B TOM YHUCJIE Ha mopTaie judge.mipt.ru.

8. MeToaudyecKkue YKazanusda AJis oﬁyqammnxca 0 OCBOCHHIO TUCHMUIIJIMHBI

CryneHT, n3yJaroniuii Kypc J0JKEH C OJTHOW CTOPOHBI, OBJIAJIETh OOIIMM MOHATHIHHBIM alapaToM, a
C IPyTOi CTOPOHBI, TOJDKEH HAYYUTHCS IPUMEHSITH TEOPETUUECKHUE 3HAHUS HA TIPAKTHKE.

YcnemHoe OCBOeHHE Kypca TpeOyeT HampsoKEHHOM CaMOCTOSATENbHONW paboThl CTylaeHTa. B
nporpamMMe Kypca MpUBEACHO MUHUMAIBLHO HEO0X0AMMOE BpeMs Uil paboThl CTyJIEHTa Haja TEMOM.
CamocrosTenbHas paboTa BKIIOYAET B CeO:

— YTEHHE U KOHCIIEKTUPOBAHUE PEKOMEHAOBAHHOM JIUTEPATYPHI,

— mpopaboTKy yueOHOro marepualia, MOATOTOBKY OTBETOB Ha BOMPOCHI, MpeIHAa3HAYEHHBIX IUIs
CaMOCTOSITENILHOTO U3yUYEHHS, I0KA3aTeIbCTBO OT/ICIbHBIX YTBEPKICHHI, CBOICTB;

— peIlIeHHe 3a/ad, MpejlaraéMbIX CTYJICHTaM HAINPAaKTHUECKHX 3aHATHUSAX M B KA4ECTBE KypCOBOTO
3aJaHM,

— MOJATOTOBKY K J1a00PaTOPHBIM 3aHATHIM, 3a4éTy.

PykoBOICTBO W KOHTPOJbL 3a CAMOCTOSITENLHOW pPa0OTON CTyneHTa OcCylIecTBIseTcs B (opme
WHIUBUYaJIbHbBIX KOHCYJIbTALlAMN.

[Tokazarenem BrlaJeHHs] MATEPHAJIOM CITY>KUT YMEHHUE pelaTh 3a1a4u.

BaxHo 10OMTHCS MOHMMaHMS M3y4aeMOro MaTepHaia, a He MEXaHUYecKoro ero 3arnoMuHanus. [lpu
3aTPYAHEHUHN H3YYEHUS OTHENbHBIX TE€M, BOIIPOCOB, CIEAyeT oOpamaTrbesi 3a KOHCYJIbTALUSAMHU K
JICKTOPY WJIU MPETOAaBATEINI0, BEAYIIEMY J1a00paTOPHbIC 3aHATHSL.

9. @OoH OLIEHOYHBIX CPEACTB ISl MPOBEACHUSA MPOMEKYTOYHOM aTTeCTAIUN 10 UTOraM 00y4YeHUs

[Tpunoxenue



IMPUJIO)KEHUE

®OH/J OHEHOYHbLIX CPEJICTB
JIJISI TIPOBEIEHUS TPOMEXKYTOYHOM ATTECTAIIUA OBYYAIOIINXCSA

MO JUCHMILINHE

Mo HANMpaBJICHUIO:

NnpopuIb NOATOTOBKH:

kadeapa nHGOPMATHKU U BEIYUCIUTEILHOW MaTeMaTH
Kypc: 4

KBaJM(puUKanms:

CemecTtpbl, GOPMBI IPOMEKYTOUYHOHN aTTECTAINH:
7(Ocennuit) - IuddepeHInpoBaHHBIN 3a4eT
8(Becennwuit) - luddepeHunpoBaHHbIi 3a4eT

Pa3padoruuk: JI.A. IlonnecHsIxX, cTaplInii IpenoiaBaTelb



1. Komnerenunu, gopmMupyembie B mponecce M3y4eHHus IMCUUILIHHBI

OcBoeHHUE NUCIUILTUHBI HAMPABICHO Ha (OPMHUPOBAHUE Y OOYHYAIOMICTOCS CICAYIOIINX OOIIEKYIbTYPHBIX
(OK), obmenpodeccuonansubix (OIIK) u mpodeccuonansubix (I1K) koMmmereHmii:

CIOCOOHOCTh IIJIAHWPOBaTh M TPOBOJUTH HAyYHBIC SKCIEPUMEHTHI (B HM30paHHON MpPEeIMETHOM
obsacTn) u (MIK) TeopeTUIeCcKre (aHATUTHYECKUE U UMUTAIMOHHBIC) ncciaeaoanus (I1K-1);
CHOCOOHOCTh aHAM3HMPOBATH TONYYEHHBIE B XOJ€ HAYYHO-HCCIIECIOBATEIBCKONH pabOTHl NAaHHBIE U
JienaTh HayuHble BBIBOIBI (3akimtoueHus) (ITK-2);

CITOCOOHOCTH MCIOJIb30BaTh OCHOBBI (PMIOCO(CKUX 3HAHUH 17151 (POPMHUPOBAHUSI MHUPOBO3PEHUCHCKOMN
no3unmu (OK-1);

CIOCOOHOCTh aHAJM3UPOBATh OCHOBHBIC OJTallbl W 3aKOHOMEPHOCTH HWCTOPHYECKOTO PA3BUTHUS
obmectBa s hopMHupoBaHUs rpakaanckon mozumuu (OK-2).

2. Iloka3zaTreJu OeHUBAHHUA KOMIIETEHIINH
B pesynbprare uzydenus aucrumuinabl «HbDOpMaimonHas 6€30macHOCTE) 00yJaroNTUiCs JOJKEH:

3HATb:

OcHOBHBbIE TOHATHUS U KaTErOpuu B 00acTH « 0€30MacHOCTH MH(POPMAITMOHHBIX TEXHOIOTHIT».
Tunel 1 kaTeropuu uHGOPMAIUH, TPOOIEMBbl HH)OPMAITMOHHON 3aIIUTHI.
bazoBble MOHATHS MOMUTUKN OE30MAaCHOCTH, YSI3BUMOCTH, aTaKH, PUCKU, MOTEHUUATIbHbIE TOTEPU U
CpEICTBA 3aIIUTHI.
OcHoOBHI yTipaBiieHUs: HHPOPMAITMOHHOM 0€301MacHOCTHIO.
OcHOBHbIE HOPMATUBHO-JAMPEKTUBHBIE JOKYMEHTBI, PETYJIHPYIOIINE BCE ACMEKTHl OpPraHu3alud U
yrpaBiaeHUs: UHHOPMAITMOHHONW 0€30MTaCHOCTBIO.
OCHOBBI METOJMKH YTIpaBJICHUs PUCKaMU HHPOPMAIIMOHHOM 0€30MacHOCTH.
ba3oBble NOHATHS METOUK OIIEHKU PUCKOB HH(GOPMALIMOHHON O€30MaCHOCTH.
OcHoBHBIE TpeOOBaHUs HHPOPMAITMOHHON 0€30MMaCHOCTH.
OcHoBHbIE KpUNTOrpadhUIeCcKUe CUCTEMBI, aITOPUTMbI U METO/IbI UG POBaHUS HH(OPMAIIUH.
bazoBble cpencTBa 3aIUTHI ONEPALMOHHBIX CUCTEM.
OcHOBHBIE METOIbI YTIPABJICHUSI JOCTYIIOM U YTIpaBJieHUsI IpaBaMu MOJIb30BaTeNIEH.
[TpyHIMIIBI 1 METOBI 3AIIUTHI MPOTPAMMHOI0 00€CTIEYeHHUS.
OCHOBHBIE YSI3BUMOCTH CETEBON OE30TTaCHOCTH.
Kitaccrl cpenctB ceTeBoii 0€301MacHOCTH.
OcHOBHBIE IPOTOKOJIBI Oe30macHOCTH MIHTEpHET.
Apxutektypa IP VPN. Apxwutektypa IPSec. IIpotokonsr IPSec. IIpoTrokon reHepanmuu u oOMeHa
kioueit IKE.
[TpuHUIMITBI yIIpaBieHUs KIt0OYaMH MU (POBaHUS.
ApXUTEKTYypy HHPPACTPYKTYpPBI paclpeieIeHUsI OTKPBITHIX KIIOUEH.
yMeThb:



[ToaroToBUTH KOPIOPATUBHYIO MOJUTHKY HH(POPMALMOHHON O€30MacHOCTH.
[TonroroBuTh KOpropatuBHyo KoHnenuio nHGOpMaIMOHHONW 6€30MaCHOCTH.
CchopmupoBaTh MOZAENTh MOTEHIMAIHHOIO HAPYIIUTENs KOPIOPATUBHONW aBTOMATHU3UPOBAHHOM
MH(POPMALIMOHHOMN CUCTEMBI.
OneHuth pucku HHGOPMAITMOHHOHN 0€30MIaCHOCTH.
[TomoOpate Mephl CHIKEHHSI UACHTU(DHUIIMPOBAHHBIX PUCKOB HH(POPMAIIMOHHOHN 0€301acHOCTH.
CdhopmynupoBarh afeKBaTHbIE TPeOOBAHUS K PA3IMYHBIM KAaTETOPUSAM KOPIOPATUBHBIX TaHHBIX U
MHPOPMALIUU C TOYKU MHPOPMAITMOHHON OE€30MTaCHOCTH.
Hcnonb30BaTh KpUOTOTpaQUUECKUE alTOPUTMBI, METOJIBI U MOAXOBI K 3aIIUTe KOH(PHICHIMATbHBIX
JAHHBIX.
[TonroroButs mnpoekT lloauTuku WHGOPMAIMOHHON 3alIMTHl KOPHOPATUBHBIX  ONEPALMOHHBIX
CUCTEM.
IToaroroButk poeKT I1oaUTHUKY yIIpaBiIeHus JOCTYIIOM U PaCIPEEIICHUEM MIPAB M10JIb30BATEIICH.
[ToaroroBuTh npoeKT I1oTUTHKM 3aIUTHI TPOTPAMMHOTO 00eCIIeUeHUs!.
[ToxroroBuTh npoekT [loaUTHKM CETEBOH 3aIIUTHl KOPHOPATUBHOM MH(POPMALIMOHHOMN CUCTEMBI.
Ocy1iecTBUTh AJCKBaTHBIM BHIOOpP CETEBBIX CPEICTB M METOJIOB 3alUTHI JUIS CHIDKEHHS PHCKOB
ceTeBoi HH(POPMAIMOHHOHN 0€30TIaCHOCTH.
[MonroroButs mpoekr IlomuTuku  ympaBieHus  KiIOYaMd  IU(PPOBaHUSA  KOPIIOPATUBHOMN
MH(POPMALIMOHHOMN CUCTEMBI.
[ToaroToBUTH TPOEKT CHCTEMBI HH(GOPMAIIMOHHONH OE30MaCHOCTH KOPHOPATUBHOW CHUCTEMBbI
MOJIEP’KKH yUeOHOTO MPOoIecca BBICIIETO yUeOHOTO 3aBeICHHS.
[ToaroTOoBUTH TPOEKT CHCTEMBI HH(GOPMAIIMOHHONH OE30MaCHOCTH KOPHOPATUBHOW CHUCTEMBbI
7e4eOHOT0 yupekaeHUs (TIONUKITUHUKH, OOJTBHHUIIBI).
ITogroroButs IIPOEKT CHUCTEMBI MH(POPMALIMOHHOM 0e30macHOCTH KOPIIOPaTUBHOU
aBTOMAaTU3UPOBAHHON CUCTEMBI KPEAUTHOW OpraHU3aluu.
[ToaroToBUTH TPOEKT CHCTEMBI HH(GOPMAIIMOHHONH OE30MAaCHOCTH KOPHOPATUBHOW CHUCTEMBbI
MH(POPMALMOHHO-aBTOMAaTU3UPOBAHHON CUCTEMBI HHTEPHET-KOMIIaHHH.

BJIaJ€ETh:

'] HaBBIKAMH OCBOCHHUSI OOJIBIIIOTO 00beMa HHPOPMAIIHH,

HaBBIKAMHU CAMOCTOSITEIILHOU pabOTHI B Taboparopuu u cetu VHTEepHeT;

KYJIBTYypOi TOCTAHOBKH Y MOZCITUPOBAHUS 3374 HH(POPMATHKHY;

MPAKTUKOHN MCCIIEIOBAHUS M PEIICHHUS TEOPETUICCKUX M MPUKIIAIHBIX 3a/1a4,

HaBBIKAMU TEOPETUYECKOTO aHAIN3a PEaTbHBIX 33a4, CBA3aHHBIX CO CTPYKTypaMH JaHHBIX;

[ I

3. IlepeyeHb THNOBBIX KOHTPOJILHBIX 3aJaHUH, HMCHOJIb3YeMbIX /UI OLEHKH 3HAHMI, yMEHWH,
HABbIKOB

. Yro Takoe «uHPpOpMaIMOHHAS OE30MTACHOCTH)?
. B uem cocrout metoauka nHGOPMAIIMOHHON 3aIIUTHI?
. Uto Takoe moauTUKN O0e30macHOCTH?

. Pacckaxute 00 opraHM3allMOHHBIX CTPYKTYpax U COCTaBe CTaHIAPTU3YIOUIUX JIOKYMEHTOB.

Uto Takoe kareropuzauus? YeM oTIMYAIOTCS KaTeropuw Apyr ot apyra? B yem orimnuwus
KaTeropu3aluu oT KiaccupuKauy nHGOpMAaIiu?

1
2
3
4. Kakue noaxo/pl 1 METOJUKH YIPaBIeHUs HHPOPMALMOHHOM 6€3011aCHOCTHIO BBl 3HaeTe?
5
6

7. Pacckaxurte 0 METOAMKE yIPaBICHUS pUCKaMH B HH(POPMALIMOHHOM 0€301acHOCTH.
8. UTo Takoe ysI3BUMOCTH U KaK OLIEHUTh MOTEHINAIbHBIE TOTEPU?

9. Kakue tumpl TpeOoBaHWN HMHPOPMAMOHHON Oe30macHOCTH cymiecTByOT? Ilepeuncnuts.
OxapakTepu3oBaTh.

10. Kakue Tunsl Kpuntorpau4eckux aJropuTMOB Bbl 3HaeTe?

11. Yto Takoe CUMMETPUYHBIC U ACUMMETPUIHBIC CHCTEMBI IIIM(PPOBAHUS?

12. Yro takoe uu¢poBasi NOAMUCH U X31-PpyHKIuN. Ob1ee u pa3nuaus’?

13. HantnonanbHbIe (TOCyapCTBEHHBIE) OCOOCHHOCTH KPUTITOTpahUUECKUX CUCTEM?
14. IlepeqrcauTh TUIBI CPEACTB 3AIIUTHI ONIEPALIUOHHBIX CUCTEM?



15. O06BsicHUTE TPUHITUIIBI 3AIUTH TPUKIATHOTO MPOTPAMMHOTO 00eCTICYCHMS?

16. [lepeuncnuTh KJIACCHI CPEICTB CETEBOM Oe3omacHOCTH. OXapaKTepr30BaTh KaX/IbIA U3 KIACCOB.
17. Onummute apxutektypy I[P VPN no Bcem ypoBHSIM CE€TE€BBIX B3aUMOICUCTBUIA?

18. Tlepeuncauts npotokosns! IP VPN 1o Bcem ypoBHSAM ce€TEBBIX B3aUMOACHCTBUI?

19. Pacckaxwute 00 apxutekrype [PSec.

20. Ilepeuncnute Bce MpOTOKOJIbI B apxurekrype IPSec.

21. Pacckaxute 0 mpoTokoaax uaeHtudukanuu B apxutekrype [PSec.

22. Pacckaxure 0 mpoTokoiax muppoBanus B apxutekrype [PSec.

23. PacckaxuTe 0 mpoToKojaax reneparuu u ooMena kimoueit IKE.

24. Yto takoe mHpacTpykTrypa OTKphITHIX Kitoued (PKI — public key infrastructure)? Onumure
apxutektypy PKI, o0CHOBHbIE KOMITOHEHTBI.

25. B 4eM cOCTOSAT yCIyTu TPEThEN T0BEPEHHON CTOPOHBI IIPH PACIPEAEICHUN KITIOUEH.
26. PacckaxxuTe 0 TUINIAaX yIpaBJIEHUS TOCTYIIOM U paclpeiesICHUs] IpaB.

27. Pacckaxwute 0 0€30MacHOCTH CEPBHCOB YEIIOBEKO-MAITMHHOTO HHTepdetica

28. PacckaxuTte o crienuduke moaaepKKu Kpunrorpaguiaeckux 06a3 TaHHBIX.

4. Kputepuu onieHNBaHUA

Onenka «otauyHo (10)» BeIcTaBigeTcs OOyYaroIEMyCs, €CIM IIOKa3aBIIEMY BCECTOPOHHHE,
CHCTEMaTU3UPOBAHHBIC, TTTyOOKHE 3HAHUS MPEeIMeTa U B X0Jie Oece/ibl OH BEPHO H JIETAIILHO OTBETHI
Ha 4eThipe (4) NPOM3BOJBHBIX BOIPOCAa M3 BBIINIE MPHUBEICHHOTO IepedHs. JleTanbHbI OTBET
IIpeiIoiaracT BEPHbIE OTBETHI HA BCE YTOUHSIOUIME BONPOCHl. [IoAroToBKa U 3ammTa MHULUATUBHOM
KypCOBOH pabOTHI SBJISIETCS MPEHUMYIIECTBOM.

Onenka «otanyHO (9)» BBICTAaBISETCS OOydYalOLIEMycCs, e€cid B Xoae Oecelbl OH BEPHO, HO He
MCUEepIIbIBAIOIEE JETATHHO OTBETHII HA YeThIpe (4) MPOU3BOJILHBIX BONPOCA U3 BBHIIIE MPUBEIECHHOTO
nepeyHs (MOr HE OTBETUTh HAa HEKOTOpble YTOYHsIOmME Bompockl). [loaroroBka u 3amura
MHHUIIMATUBHON KypCOBOIl pabOTHI SIBIISICTCS TPEUMYILIECTBOM.

Onenka «oTau4HO (8)» BBICTABISETCS OOydJarOIIEMycCs, €CIM B XOjA€ Oecelpl OH BEPHO, HO HE
MCYEpIBIBAIOIIEE IETATbHO OTBETHII HA YeThIpe (4) MPOU3BOJIbHBIX BOIPOCA U3 BhIIIE MPUBEICHHOTO
nepevHs (He OTBETUJI HA YTOUYHSIONINE BOIIPOCHI).

Ornenka «xopoio (7)» BBICTaBIISIETCS 00ydaroneMycsi, €Ciiu B Xoie 6ece/lbl OH BEPHO U JTOCTATOYHO
JeTaTbHO OTBETHII Ha TPH (3) MPOU3BOIBHBIX BOMPOCA U3 BHIIIE IPUBEACHHOTO MepeyHs. JleTanbHbIi
OTBET TMpEeIIojaracT BEpHBIE OTBETHl HA BCE YTOYHSIONIME BOMPOCHL [loAroTroBka W 3amura
WHUIIMATUBHON KypCOBOI pabOTHI SIBIISIETCS TPEUMYIIIECTBOM.

Onenka «xopomo (6)» BBICTaBIsSETCS OOydYaroleMycsi, €Ccilu B Xoje Oeceiapl OH BEpHO, HO HE
WCYEPIIBIBAIOIIEE JICTATHHO OTBETWI Ha TpU (3) MPOM3BOIBHBIX BOMPOCA M3 BHINIEC MPHBEICHHOTO
nepevHs (He OTBETWJI Ha HEKOTOPBIE YTOUHSIONIME BOMPOCHI). [IoAroToBKa 1 3amnTa HHUIIMATHBHON
KypCOBOH paOOTHI SBJISIETCS IIPEHUMYIIIECTBOM.

OneHka «xopo1o (5)» BBICTaBIsETCS 00YYaIOMIEMYCsl, €CIIM B X0JIe Oecelbl OH BEPHO M JOCTATOYHO
JIETAJIbHO OTBETWII Ha J1Ba (2) MPOM3BOJIBHBIX BOIIPOCA U3 BBILLIE MIPUBEAECHHOrO NepeyHs. JleTanbHbIi
OTBET IIPEII0JIaracT BEpPHbIE OTBETHI HA BCE YTOYHSIOLINE BOIIPOCHI.

O1eHKa «yIO0BJIETBOPUTENBHO (4)» BBICTABISIETCS 00yYaromeMycs, €cll B Xoze Oecelbl OH BEPHO U
JOCTaTOYHO JI€TaJbHO OTBETWJ Ha OAMH (1) NpoM3BOJBHBIM BONPOC M3 BHILIE MPHUBEAECHHOTO
nepeuHs. JleTalbHbBII OTBET IIpenroyiarac€T BEpPHbIE OTBEThl HA BCE YTOYHSIOIIME BOIPOCHI.
[ToaroToBka u 3aIyTa UHUIIMATUBHOM KypCOBON paOOTHI SBIISIETCS IPEUMYIIIECTBOM.

OreHKa «yJIOBJIETBOPUTEIHHO (3)» BBICTABISAETCS 00yUaromeMycs, eCIi B Xo/1e 0ecelbl OH BEPHO, HO
HE UCUEepIIbIBAIOILEe JETalbHO OTBETHII Ha OAMH (1) MPOM3BONIBHBINA BOIIPOC U3 BBIIIE IPUBEIEHHOIO
nepevHs (He OTBETUJI HA YTOUYHSIONINE BOIIPOCHI).

O1eHKa «HEYIOBJIETBOPUTEIHHO (2)» BBICTABIAETCS 00Yy4aIOLIEMyCsl, €CIIM B X0€ Oece/ibl OH He CMOT
OTBETUTh HU HA OJIMH MPOU3BOJIBHBIM BOIPOC U3 BBIIIE MPUBEAECHHOTO NIEPEYHs, HO CMOT' OTBETUTh Ha
HABOJISIIIKE BOIIPOCHI U BOIIPOCHI C «IOJCKa3KaMU».

OreHka «HEyIOBIETBOPUTENHHO (1)» BBICTABIIACTCS 00yUYaIOIMIEMYCs, €CITH B X0JIe OeceIbl OH HE CMOT
OTBETUTbH HU Ha OJUH MPOU3BOJIbHBIN BOMPOC U3 BBIIIE MPUBEIEHHOTO MEPEYHs, a TaK e HU Ha OJIUH
HaBOJSIIUN BOMPOC.



5. Meroauyeckue MaTepuaJibl, ONpeaejsioue nNpoueaypbl OeHUBAHUS 3HAHUA, YMEHHUI, HABLIKOB
M (WIH) ONBITA AeATeJIbHOCTH

Bo Bpemst mpoBeneHust 3auera 0oOydaroImiydecsi MOTYT TOJb30BATHCS MPOrpaMMOM TUCHMIUIMHBL, a
TaKk)ke COOCTBEHHBIMU KOHCTIEKTAMU 3aHSATUH 10 TIPEIMETY.
3a4eT MPOBOAMTCS MO HMTOraM TEKYIIEH aKTMBHOCTH B XOJ€ 3aHATHM, 3alIUThl MHUIMATUBHOW

KYpPCOBOM PabOThI, M MyTeM OpraHU3aIMU CIIEIHUAIBLHOTO OIMPOCa, MPOBOIUMOTO B TIPOCTON YCTHOM
dbopwme, B Buje Oecebl mperoaBaTess U CTyICHTa



